
  

 

 
 

  

 
 

 

Digital Safety 

  

Unfortunately, the national coronavirus crisis, in common with most other crisis 

situations, has and will see criminals using emails, text messages, social media 

posts, online advertisements and phone calls to defraud their unsuspecting 

victims. This newsletter will highlight some of the scams that we are aware of to 

date, look at some real life scenarios and give you some tips on how to stay 

safe online. 

 
 



  

 
 

Online scams abusing the Covid-19 global crisis, (the list is long, but it’s 

good to be aware): 

 People in the UK are reporting receiving text messages purporting to 

be from HMRC offering a grant to help the recipient through the 

lockdown period. The link is fraudulent, leading to a fake government 

website requesting payment 

 Fraudsters contact people via various means, offering the opportunity 

to jump the queue for COVID-19 vaccinations. They capture your 

confidential details or request payment 

 Fake calls, emails and text messages claiming to be from NHS test 

and trace staff, requesting payment for a COVID-19 test, confidential 

details or asking you to visit a fake website which either captures your 

personal details or results in a malware infection 

 Fake text messages, zoom invites and teams invites about contact-

tracing apps, inviting you to click on links which are actually fraudulent 

and download malware on to your device 



 

 Emails, advertising priority delivery slots for vulnerable 

customers from stores such as Iceland. 

 Phone calls purporting to be from your bank offering to collect money 

as a service to vulnerable people. Cards have been collected and 

funds withdrawn. 

 A huge increase in the number of blackmail emails claiming that the 

sender has detected you viewing porn, and demanding a ransom to 

avoid this being revealed to your contacts. These sometimes quote a 

password you do or have used, but you should not respond or pay, as 

they have nothing on you. 

 Emails offering free vouchers to help support people during the 

outbreak, from stores like Tesco or Argos. The emails feature a 

fraudulent link 

 Emails offering Coronavirus insurance cover, or thanking you for 

purchasing insurance and providing a link to your 'documents'. You 

cannot buy insurance against Coronavirus 

 Emails, social media posts and texts advertising Coronavirus 

testing kits for home use and for use by businesses to test their 

workforce. These do NOT exist. 

 Emails telling you that you have been fined for not observing lockdown 

rules 

 Appeals from fake charities (either with made-up names, or fraudsters 

impersonating real charities) for donations 

 Online maps of Coronavirus geographical hotspots, which infect your 

device with malware 

 
 



  

 
 

Top tips to stay safe online 

 Keep personal information professional and limited 

o Don’t share information you wouldn’t share in the work place or at 

college 

 Keep your privacy settings on 

o Ensure sure you have privacy settings activated on all of your 

social media accounts 

 Practice safe browsing 

o Only access secure sites - antiviral software will highlight non 

secure sites 

 Be careful what you download 

o Make sure if you have to download something you download from 

a secure site 

 Choose strong and complex passwords 

o Consisting of at least one capital letter and a number. Never share 

this password 

 Make online purchases from secure sites 

o Again, antiviral software should highlight a site that is not secure 

 Be careful what you post 

o Once you have posted something online you lose control over 

where it goes. 

 Be careful who you meet online – not everyone is who they say they are 

o Never meet an online friend in person without someone else 



 

 Keep your antivirus program up to date 

o Use proven anti-viral software in order to protect your technology 

 If it doesn’t feel right, don’t do it 

o Ask a trusted friend or family member if you’re not sure about an 

email/text you have received that asks for your personal details 

 

If it looks too good to be 
true, it probably is! 

 
 

 

Be Aware 

As of 7 January 2021, Action Fraud, the national reporting centre for fraud and 

cyber-crime, had received 57 reports in relation to the COVID-19 vaccine. 

Pauline Smith, Head of Action Fraud, said 

“Remember, the vaccine is only available on the NHS and is free of charge. The 

NHS will never ask you for details about your bank account or to pay for the 

vaccine. If you receive an email, text message or phone call purporting to be 

from the NHS and you are asked to provide financial details, this is a scam.” 

Action Fraud has received reports from members of the public who have been 

sent text messages claiming to be from the NHS, offering them the opportunity 

to sign up for the vaccine. The texts ask the recipient to click on a link which 

takes them to an online form where they are prompted to input personal and 

financial details. In some cases, the online form has looked very similar to the 

real NHS website. 

 
 



  

 
 

 

Reality Check 

 

Coronavirus fraud warning from the CPS – Saturday 18th July 2020 

  

The Crown Prosecution Service has warned the public to be aware of the 

fraudsters exploiting the COVID-19 pandemic after a man was today jailed for 

30 weeks for offering fake Government refunds. 

  

Mohammed Khan, 20, sent more than one thousand texts claiming to be from 

the authorities offering refunds to people as part of the Government response to 

the pandemic. 

  

He obtained 191 sets of personal details and used 49 for fraud. The total loss to 

his victims was £10,019.17. 

  

One text message read: ‘UKGOV: You are eligible for a Tax Refund as a result 

of the COVID-19 pandemic. Please fill out the following form so we can process 

your refund.’ 

 
 



 

Safer Internet Day will be on the 9th 

February 2021 
  

Safer Internet Day 2021 will be celebrated in the UK with 

the theme:  

 

An internet we trust: exploring reliability in the online world 

  

This year in the UK, Safer Internet Day explores reliability online. The internet 

has an amazing range of information and opportunities online, but how do we 

separate fact from fiction? 

  

Safer Internet Day will be celebrated globally with the slogan: Together for a 

better internet. 

  

 
 

 

If you are concerned about someone being 
exploited online,  or need help, tell the police 
via www.gloucestershire.police.uk, by calling 

101, or in an emergency by calling 999. 

http://www.gloucestershire.police.uk/


 

We are also here to support you - 
you can contact the College's 

Safeguarding team by emailing 
safeguarding@glosol.ac.uk - this 

email address is monitored Monday 
to Friday 08:30-17:00 

 

 
 

 

Helpful Resources 

  

 
 

 

 

Please email Safeguarding concerns to safeguarding@gloscol.ac.uk 
 

 


